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CipherPoint Enables
Compliance, Secures
Content In SharePoint

CipherPoint Enterprise is a transparent content
encryption software solution for SharePoint

Oct 21, 2010 | 08:47 PM

October 18, 2010, Austin, TX: CipherPoint Software announced today the
immediate availability of two products which bring enterprise-class content
security to customers using Microsoft SharePoint.

CipherPointSP Enterprise is a transparent content encryption software solution for
SharePoint. CipherPointKM is a central security console providing advanced key
management and administration capabilities for multiple SharePoint servers
running CipherPointSP Enterprise.

The CipherPoint solution is the first enterprise-class content security solution for
SharePoint. CipherPoint Software’s approach delivers transparent encryption for
sensitive and confidential content, with no client software required, and no user
interaction required. CipherPoint Software’s products enable compliance with
multiple regulations (including PCI DSS, GLBA, HIPAA, and state data privacy
laws) requiring encryption of sensitive and confidential information. The products
provide an effective solution to protect against the insider threat within any
SharePoint environment while enforcing separation of duties and need to know
among business users, information security personnel, and the various
SharePoint administrators.

“CipherPointSP Enterprise and CipherPointKM deliver truly transparent,
serverside content encryption, and they address a serious and previously
unsolved security problem for SharePoint, the insider threat," said Dave Conder,
CTO, BlueModus, a Microsoft Gold SharePoint partner.

Users of SharePoint interested in learning more about the CipherPoint solution
should visit CipherPoint’s website at: http://www.cipherpointsoftware.com.

Free downloads of trial versions of the software are available from the website:

http://www.cipherpointsoftware.com/resources--downloads.html
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Insider Threat Vulnerability ing to a Database Compromise
Security Monitoring Management sases, and sometimes, de:?pite your
- | "DEST eTorts, ney get In ana steai crean card numbers, personally identifiable
information, proprietary business data or sensitive intellectual property. What
do you do then? In this Dark Reading Tech Center report, we discuss the
basics of incident response; discovering what was breached, and how; and
the best way to protect your assets going forward.

Beyond the Database: Protecting Unstructured Data

Corporate databases may be the crown jewels, but unstructured data stores
contain plenty of diamonds in the rough. Organizations can be burned by an
exposed spreadsheet of credit card numbers, an e-mail with patient
information or a file share containing reports on a pharmaceutical company's
new wonder drug. In this Dark Reading Tech Center report, we show how to
classify, find and protect unstructured data across the enterprise.

Protecting Databases from Web Applications

Most external hacks of databases occur because of flaws in Web applications
that link to those databases. Yet, enterprises are increasingly exposing their
most valuable data to these outward-facing interfaces. In this Dark Reading
Tech Center report, we'll discuss how security teams, database administrators
and application developers can work together to improve the defenses of both
front-end Web applications and back-end databases to prevent these attacks from
succeeding, and offer a look at the most frequent Web-borne database attacks.

Other reports from the Database Security Tech Center:

o Database Activity Monitoring: Emerging Technology Keeps Tabs on
Assets

¢ SQL Injection: A Major Threat to Data Security
¢ Protecting Your Databases From Careless End Users
o A Database Administrator's Guide to Security

o Why Your Databases Are Vulnerable To Attack - And What You Can
Do About It
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HOWTO Secure and Audit Oracle 10g and 11g

Read the "Hardening Your Database" chapter from the 454-page book "HOWTO
Secure and Audit Oracle 10g and 11g" and learn how to navigate the many security
options within Oracle (authored by database security expert and Guardium CTO,
Ron Ben Natan, Ph.D.)

HOWTO Monitor Database Activity

Read the "Database Activity Monitoring (DAM)" chapter from "HOWTO Secure and
Audit Oracle 10g and 11g" (CRC Press, 2009) and learn how to leverage DAM to
prevent cyberattacks, monitor privileged users and track access to sensitive data.

8 Steps to Holistic Database Security

Get the 8 essential best practices for a holistic approach to both safeguarding
databases and achieving compliance with key regulations such as SOX, PCI-DSS,
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NIST 800-53 and data protection laws.

http://www.darkreading.com/database_security/security/e...

Essential Steps to Implementing Database Security and Auditing
Learn best practices and specific tips for effectively securing Oracle, SQL Server,

DB2, MySQL and Sybase environments, including tracking security vulnerabilities,
the anatomy of buffer overflow vulnerabilities and database auditing.

Databases at Risk: Current State of Database Security (ESG Research)
This recently published ESG report analyzes the current state of database security
-- concluding it depends upon too many manual processes -- and also offers
concrete steps to improve database security across the enterprise.
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