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CipherPointKM is an advanced data security and key management console 
for SharePoint environments that contain sensitive or compliance regulated 
information. CipherPointKM provides critical key management and data 
security management functions, including reporting, access control, and 
management of keys used in farms running CipherPointSP agent software.  
 
CipherPointKM provides a data security management dashboard from which 
IT security managers can easily develop and deploy key management 
policies.   
 

 
CipherPointKM Key Management 

 
CipherPointKM is part of a comprehensive data security and compliance 
solution. It provides advanced encryption key management, using a policy-
based mechanism to automatically distribute, expire, rotate, and retain 
content encryption keys.  
 
CipherPointKM adds an additional layer of access control for SharePoint 
farms that effectively secures sensitive content from the insider threat 
(SharePoint administrators), ensures compliance with numerous compliance 
regulations, while ensuring that authorized users have easy, transparent 
access to their information.  
 
 
 
 

 
 

Features 

• Security and encryption key 
management for multiple 
SharePoint servers and farms 

• Enables compliance with multiple 
regulations and standards 

• Advanced, automated key 
management capabilities 

• Allows granular encryption policies 
to be created and easily deployed 

• Secures content stored in 
SharePoint with configurable 
granularity, including entire sites, 
or specific libraries 

• Comprehensive audit log and 
reporting 

• Dashboard for security 
management staff 

 

Benefits 

• Enable the use of SharePoint for 
Human Resources, Intellectual 
Property, Legal and other highly 
sensitive information 

• Enforces business need to know 
and separation of duties of 
SharePoint, Database and Server 
Administrators 

• Protects sensitive documents and 
files from unauthorized access 

• Apply encryption policy on a per 
user, library, folder, list, or site 
basis as needed 

• Allows IT security to regain control 
over the security and privacy of 
information stored in SharePoint 

• Makes security for sensitive 
content in SharePoint simple 

• Enables compliance with many 
regulations 

• Allows organizations to avoid 
having to publicly disclose 
breaches  
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CipherPointKM Access Controls 

 
The CipherPoint solution allows IT organizations and IT security staff to 
regain control of SharePoint from a data security perspective and ensure 
that only authorized users with business need to know can gain access to 
sensitive data. CipherPointKM is easily configured to provide protection 
across the portions of your SharePoint infrastructure containing sensitive or 
regulated content. The product does not require any SharePoint expertise 
and is simple to configure and deploy to specific destinations in your 
SharePoint sites, or for specific users or groups of users.  

 

 
CipherPointKM Protection Rules 

 
CipherPoint’s security solution for SharePoint delivers the control and 
protection you require for sensitive and regulated content in 
SharePoint.  

 
 

Specifications 
 
Supports SharePoint 2007 
and 2010, SQL Server 200x, 
RBS, and file-based 
repositories, MS Windows 
Server 2003 and 2008 32 bit 
and 64 bit versions.  
 
A single CipherPointKM 
server is capable of managing 
hundreds of CipherPointSP 
Standard and Enterprise 
agents. 
 
 

 
About CipherPoint 
Software, Inc. 
 
CipherPoint Software secures 
sensitive and regulated 
information in collaboration 
platforms. CipherPoint is the 
first provider of transparent 
content encryption software 
for Microsoft SharePoint, and 
was founded by IT security 
industry veterans with deep 
experience in building security 
technology companies. 
CipherPoint’s products enable 
companies to comply with 
multiple regulations, enforce 
need to know, and protect 
sensitive and confidential 
information. Customers in 
healthcare, financial services, 
manufacturing, government, 
and other industries use 
CipherPoint to protect access 
to sensitive or regulated 
information in their SharePoint 
sites. CipherPoint is growing 
rapidly, and is headquartered 
in Denver, CO.  
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